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Abstract

     This paper shares insights about ICN information-centric networking technology potentiality 
and concerns in matter of security. There are already expanded classifications of the spectrum of 
vulnerabilies and potential attacks that may trial an ICN design, including DoS attacks very con-
cerning in our currently running and up Internet. This is very concerning when the community 
welcomed enthusiastically the claim to sir Van Jacobson that self-certifying names would be the 
ultimate choice for successful built-in Internet security features.

Introduction

     Information centric networking (ICN) is a young paradigm [6] revolutionizing how the Internet 
fabrics may achieve built-in support of replicated content delivery, without extra payments to CDN 
tiers that already have hundreds of thousands servers infrastructures of prosperous high incomes. 
Famous CDN stakeholders include Akamai and Edg.io.
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     Through caching enhancement of Internet routers abilities, replicating smartly as necessary selected contents, the CDN dependency 
may be substituted at term by a built-in Internet CDN behaviority at its full achievement.

     In ICN, end-to-end paths are not at all necessary for content delivery. Requested content binaries are requested through proxying 
and processed similarly to a recursive DNS query, which means that your endpoint is only vulnerable to its potentially multihomed 
ICN proxies.

     Several ICN frameworks have been developed through different international projects, but only CCN/NDN [8, 17] framework is still 
evolving a public code base along the ongoing developments at the IETF.

      This paper clarifies the status of ICN research w.r.t. security, and directions to further improve the ICN protocol engineering to make 
it of farther immunity before its deployment in the next generation Internet [3] that consists of already very smart 5G+ functions.

CCN vision and the self-certifying packet chunk

     After and intricately several trials [3] to solve the lack of support of name based routing in TCP/IP networking, sir Van Jacobson and 
its PARC partnerships succeeded Internet research community adhesion around the CCN/NDN framework capitalizing on Internet vic-
tories such as packet-switching, longest prefix-matching and the efficiencies of LRU caching [8]. That significantly pruned the design 
space, while many other intricated initiatives attempted exploring the design space for ICN as a clean slate initiative [3].

     Sir Van Jacobson strong and unprecedented claim [8] that content-centric networking would solve Internet security if succeeded au-
thentification of every packet chunk by information consumers rather that TCP/IP networking approach of securing paths consisting 
that no one in the public Internet is an exception to receiving an hazardous packet from any public address, as your postal box receives 
even an explosive laptop.

Already many insecurities

     It is already established that existing frameworks including the globally praised CCN/NDN frameworks have intrinsic vulnerabilities 
including DDoS [11].

     Naming management, security architectures, privacy and confidentiality of packets forwarding immune to non-cooperative 
deep-packet inspections (DPI) are still in progress areas to address, through security by design, as the ICN protocol engineering build-
ing blocks evolve at the IETF [7], intricately with safe binaries building, for further resilient immunity to “early binaries your trojans of 
tomorrow” patterns [12].

     Early research on CCN/NDN have reported addressing vulnerabilities to cache pollution [9] as well as interest flooding [14, 10, 2], 
including their complications related to timestamps and protocol timers. The potential of caching nodes coordination to mitigate them 
[13], is a very priority backlog to framework.

Towards secure Internetworking backed by an utlimately safeguarding Internet naming architecture

     In the CCN model, every chunk packet is signed and must be verified through the security semaphore infrastructure channels [8]. 
This requires an efficient distributed PKI operating and solving efficiently that chunk packets authentication may be a bottleneck else 
solved autonomously at the receiver. The solution has also alternatively been envisioned as a decentralized blockchain infrastructure 
[4], but it is already encouraging that NDN has it already built-in security a psub API for its NDN-lite software [16]. It has also been 
recommended to leverage on the existing TCP/IP infrastructure [1] to faster ICN up and runningness, with better overall infrastructure 
trust including privacy with the increasing DPI capacity. Finally, note that this vision of self-certifying naming should not be researched 
only for the next ICN-centric Internet, but already as a solution to DNS discrepancies, including encrypted DNS traffic nowadays lever-
aged to empower advanced persistent threats [15].
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Conclusion

     This paper enlightens about the security concerns for the future IETF ICN-centric Internet Protocol. The CCN framework design has 
already a long record book of vulnerabilities and many solutions are already designed to further harden resiliency in the future con-
tent-centric Internet. Capitalizing over 50 years of successful planet-scale internetworking, the next Internet already running and up 
commercial service, will bootstrap, the almighty enabling, having already up existing built-in intrisicate security barriers, which was 
not the case for the early DARPA experimental Internet, else we fail to further ubiquitously seed digital TRUST in every participative 
Internet horizon [5].
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