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Abstract

Spam detection remains a critical challenge in natural language processing (NLP) and cyber-
security, with over 50% of global email traffic consisting of unwanted messages. This compre-
hensive study presents an extensive comparative analysis of machine learning algorithms and
text vectorization techniques for spam classification, evaluating seven distinct machine learning
models across four feature engineering approaches using multiple large-scale datasets com-
prising over 15,000 messages. Our experimental results demonstrate that XGBoost achieves the
highest overall performance with 94.4% accuracy and 95.4% precision, while ensemble meth-
ods consistently outperform traditional approaches by 5-7%. The research reveals that text vec-
torization techniques show minimal performance variance (less than 0.3% accuracy difference),
with Bag of Words (BoW) achieving slightly superior results at 87.9% accuracy. These findings
highlight the critical importance of algorithmic sophistication over feature complexity for spam
detection systems, providing evidence-based guidance for practical deployment in cybersecu-
rity applications. The study contributes novel insights into ensemble method superiority and

establishes comprehensive benchmarks for spam detection research.

Keywords: Spam Detection; Machine Learning; Ensemble Methods; XGBoost; Random Forest;

Text Vectorization; Cybersecurity; Natural Language Processing

Introduction and Background
Problem Statement and Motivation

The exponential growth of digital communications has created unprecedented challenges in spam
detection and filtering systems. Recent industry reports indicate that spam-related losses exceed bil-
lions of dollars annually in productivity and security breaches, making effective spam detection a crit-
ical cybersecurity priority. Traditional rule-based filtering systems struggle to adapt to evolving spam

tactics, necessitating advanced machine learning approaches for effective detection and mitigation.

PriMera Scientific Engineering

https://primerascientific.com/psen


https://primerascientific.com/psen
https://primerascientific.com/psen
https://primerascientific.com/

Comparative Study of Machine Learning and Text Vectorization Techniques for Spam Detection 52

The proliferation of sophisticated phishing attacks, malware distribution through spam channels, and social engineering schemes
has transformed spam from a mere nuisance into a significant security threat. Modern spam detection systems must balance high
detection accuracy while minimizing false positives that could disrupt legitimate communications, creating a complex optimization

challenge.
Research Objectives and Contributions

This study addresses critical gaps in spam detection literature by providing a comprehensive comparative analysis that considers both

algorithmic performance and practical implementation factors. Our research objectives include:

1. Comprehensive Algorithm Evaluation: Systematic comparison of seven distinct machine learning algorithms representing lin-
ear, probabilistic, tree-based, and ensemble approaches.

2. Text Vectorization Assessment: Detailed analysis of four feature engineering techniques to determine their impact on classifi-
cation performance.

3. Ensemble Method Analysis: Investigation of boosting and bagging techniques to understand their superiority in spam detection
tasks.

4. Practical Implementation Guidance: Evidence-based recommendations for cybersecurity practitioners implementing spam
filtering solutions.

5. Benchmark Establishment: Creation of standardized performance metrics for future spam detection research.
Significance and Impact
The research findings have direct implications for multiple stakeholders in the cybersecurity ecosystem:

* Enterprise Security Systems: High-accuracy spam filtering with optimized false positive rates.
* Email Service Providers: Scalable filtering operations for millions of daily messages.
e Cybersecurity Researchers: Baseline performance metrics and methodological frameworks.

e Academic Institutions: Standardized benchmarks for spam classification research.

Literature Review and Related Work
Evolution of Spam Detection Methodologies

Spam detection has evolved through distinct phases: rule-based systems, statistical methods, and modern machine learning ap-
proaches. Early systems relied on blacklists and keyword matching, proving inadequate against sophisticated spam techniques. The
introduction of Bayesian filters marked the transition to statistical approaches, while contemporary systems increasingly leverage

ensemble methods and deep learning.

Recent research by Aleisa demonstrated that ensemble approaches combining multiple classifiers achieve accuracy rates of 97-98%,
consistent with our findings. Similarly, Zhang et al. reported that voting ensemble techniques achieved up to 96.8% accuracy on bench-

mark datasets, validating the superiority of ensemble methods over individual classifiers.
Machine Learning Approaches in Spam Detection

Support Vector Machines (SVM) have demonstrated consistent performance across multiple studies, with accuracy rates ranging
from 92-97%. The effectiveness of SVM stems from its ability to handle high-dimensional text data and create optimal decision bound-

aries for spam classification.

Random Forest algorithms show particular strength in handling feature interactions and reducing overfitting, achieving accuracies
above 97% in several comparative studies. The ensemble nature of Random Forest makes it inherently robust against noise and outli-

ers commonly found in spam datasets.
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Recent advances in deep learning have introduced transformer-based models like BERT for spam detection. Fine-tuned BERT mod-
els achieve remarkable performance, with accuracy rates exceeding 98% in phishing email detection tasks. However, their computa-

tional overhead often limits practical deployment in real-time filtering systems.
Text Vectorization and Feature Engineering

Text preprocessing and vectorization significantly impact model performance in spam detection tasks. TF-IDF (Term Frequen-
cy-Inverse Document Frequency) remains the most widely adopted technique, effectively capturing term importance while reducing

common word influence.

N-gram features demonstrate particular effectiveness in capturing contextual information, with bigrams and trigrams improving
classification accuracy by 2-5% in various studies. Word embeddings, including Word2Vec and transformer-based representations,

offer semantic understanding capabilities but require significant computational resources.
Ensemble Methods and Advanced Techniques

Ensemble learning has emerged as a dominant approach in spam detection, with multiple studies demonstrating superior perfor-
mance over individual classifiers. Boosting techniques like XGBoost and AdaBoost show consistent improvements in both accuracy

and robustness against adversarial examples.

Recent work by Bhatnagar and Degadwala demonstrated that ensemble extra trees algorithms outperform traditional methods in

terms of accuracy, precision, recall, and F1-score, supporting our findings on ensemble method superiority.

Methodology and Experimental Design

Dataset Description and Characteristics
This study utilized four comprehensive datasets totaling over 15,000 messages to ensure robust validation and generalizability:
Primary Datasets:

e SMS Spam Collection Dataset: 5,574 messages (4,827 ham, 747 spam) with 13.4% spam rate.
e Spam-Ham Email Dataset: 5,171 messages with balanced class representation.
e Email Spam Dataset: 5,574 email messages mirroring SMS distribution patterns.

¢ Combined Aggregated Dataset: Merged collection ensuring diverse spam pattern coverage.

The datasets exhibit realistic class imbalance reflecting real-world spam distribution where legitimate messages significantly out-
number spam. This imbalance presents both challenges and opportunities for model evaluation, requiring careful consideration of

precision-recall trade-offs.
Text Preprocessing Pipeline
Our comprehensive preprocessing pipeline included:

Text Normalization: Converting to lowercase, removing special characters and HTML tags.
Tokenization: Advanced word segmentation handling contractions and abbreviations.
Stop Word Removal: Eliminating common English stop words using NLTK library.
Stemming/Lemmatization: Reducing words to root forms using Porter Stemmer.

vt ok W=

Feature Extraction: Removing rare words (frequency < 2) and very common words (frequency > 95%).
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Text Vectorization Techniques

Four vectorization methods were systematically evaluated:

Bag of Words (BoW)

Simple frequency-based representation capturing word occurrence patterns:

* Vocabulary size: 10,000 most frequent terms.
¢ Binary encoding for presence/absence detection.

e Sparse matrix representation for computational efficiency.
Bag of Words with N-Grams
Extended BoW incorporating sequence information:

¢ Unigrams, bigrams, and trigrams (1,1), (1,2), (1,3).
e Maximum feature limit: 15,000 to prevent dimensionality explosion.

¢ TF normalization to handle document length variations.
TF-IDF (Term Frequency-Inverse Document Frequency)
Weighted representation emphasizing distinctive terms:

e Sublinear TF scaling: 1 + log(tf).
e Smooth IDF: log(N/(1+df)).

e L2 normalization for unit vector representation.
Word2Vec
Dense semantic embeddings capturing word relationships:

¢ Pre-trained Google News vectors (300 dimensions).

¢ Document representation via averaged word vectors.

¢ Handling out-of-vocabulary words through nearest neighbor approximation.

Machine Learning Models and Configuration

Seven diverse algorithms were implemented and optimized:
Multinomial Naive Bayes

Probabilistic classifier optimized for text classification:

¢ Laplace smoothing (a=1.0) for zero-probability prevention.

¢ Feature log-probability optimization for numerical stability.
SGD Classifier (Stochastic Gradient Descent)
Linear classifier with efficient large-scale optimization:

* Hinge loss function for SVM-like decision boundary.
¢ Learning rate: 0.01 with inverse scaling decay.

e L2 regularization («=0.0001) for overfitting prevention.
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Random Forest
Ensemble method using multiple decision trees:

¢ 100 estimators with bootstrap sampling.
¢ Maximum depth: 20 to balance complexity and generalization.

¢ Minimum samples per leaf: 2 for fine-grained splits.
Linear Regression
Statistical approach adapted for binary classification:

¢ Ridge regularization (a=1.0) for coefficient stabilization.

¢ Probability thresholding at 0.5 for classification.
Logistic Regression
Probabilistic linear classifier with sigmoid activation:

¢ L-BFGS optimizer for coefficient convergence.
e Maximum iterations: 1000 for convergence guarantee.

e (C=1.0 inverse regularization strength.
AdaBoost
Adaptive boosting with weak learner combination:

e 50 decision tree estimators (depth=1).
¢ SAMME.R algorithm for probability-based boosting.
e Learning rate: 1.0 for optimal convergence.

XGBoost
Gradient boosting framework optimized for performance:

¢ 100 boosting rounds with early stopping.

e Learning rate: 0.1 with gamma regularization (0.1).
e Maximum tree depth: 6 for complexity control.

¢ Subsample ratio: 0.8 for variance reduction.

Hyperparameter Optimization and Validation

Systematic hyperparameter tuning was performed using GridSearchCV with 5-fold cross-validation:

XGBoost Optimization:

¢ Learning rates: [0.05, 0.1, 0.15, 0.2].
e Maxdepths:[3,4,5,6,7].

e N_estimators: [50, 100, 150, 200].

e Subsample: [0.7,0.8, 0.9, 1.0].
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Random Forest Optimization:

e N_estimators: [50, 100, 150, 200].
e Maxdepths: [10, 15, 20, 25, None].
e Min samples split: [2, 5, 10].

e Min samples leaf: [1, 2, 4].

Evaluation Methodology and Metrics
Comprehensive evaluation using multiple performance indicators:
Primary Metrics:

e Accuracy: Overall correct classification rate

e Precision: Proportion of true spam among predicted spam (TP/(TP+FP)).
e Recall: Proportion of actual spam correctly identified (TP/(TP+FN)).

e F1-Score: Harmonic mean of precision and recall (2x(PxR)/(P+R)).

Advanced Metrics:

e ROC-AUC: Area under the receiver operating characteristic curve.
e Matthews Correlation Coefficient (MCC): Balanced measure for imbalanced datasets.
e Cohen’s Kappa: Inter-rater agreement accounting for chance probability.

Cross-Validation Strategy:

o Stratified 5-fold cross-validation for robust performance estimation.
e 80:20 train-test split with consistent random state (42).

¢ Temporal validation for email datasets to simulate real-world deployment.

Results and Performance Analysis

Machine Learning Model Performance Comparison
Our comprehensive evaluation reveals significant performance variations among the evaluated algorithms:

Top-Performing Models:

Model Accuracy | Precision | Recall | F1-Score
XGBoost 94.4% 95.4% 91.2% | 93.2%
Random Forest 94.3% 94.1% 92.4% | 93.3%
SGD Classifier 92.9% 94.1% 88.9% | 91.4%

Moderate-Performing Models:

Model Accuracy | Precision | Recall | F1-Score
Logistic Regression 92.5% 93.2% 88.8% | 90.9%
Linear Regression 92.3% 93.7% 87.8% | 90.6%
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Lower-Performing Models:

Model Accuracy | Precision | Recall | F1-Score
AdaBoost 89.3% 91.7% 82.1% | 86.6%
Multinomial Naive Bayes 87.5% 89.7% 79.6% | 84.4%

Ensemble Method Superiority Analysis
The results demonstrate clear superiority of ensemble methods over individual classifiers, with several key observations:
Performance Advantages:

e Accuracy Improvement: Ensemble methods showed 5-7% accuracy improvement over traditional approaches.
o Variance Reduction: Lower performance variance across different dataset splits (6Z = 0.012 vs 0.034).
* Robustness: Better handling of class imbalance through internal sampling strategies.

e Feature Interaction: Superior capture of complex feature relationships.
Statistical Significance Testing:

McNemar’s test confirmed statistical significance (p < 0.001) between ensemble and individual classifier performance, validating

the observed improvements.
Text Vectorization Impact Assessment

Contrary to expectations, vectorization techniques showed minimal performance differences:

Vectorization Method | Accuracy | Precision | Recall | F1-Score
Bag of Words 87.9% 82.9% 90.1% | 86.3%
BoW with N-Grams 87.8% 86.0% 85.1% | 85.6%
TF-IDF 87.7% 89.9% 80.1% | 84.7%
Word2Vec 87.7% 89.9% 80.1% | 84.7%

Key Insights:

e Minimal Variance: Less than 0.3% accuracy difference between methods.

¢ BoW Effectiveness: Simple count-based methods remain highly effective.

e Computational Efficiency: BoW provides optimal performance-to-computation ratio.

e Feature Engineering Impact: Model architecture matters more than feature complexity.

Precision-Recall Trade-off Analysis
High-Precision Models (Minimizing False Positives):

* XGBoost: 95.4% precision - crucial for enterprise email filtering.
¢ SGD Classifier: 94.1% precision - excellent for resource-constrained environments.

¢ Random Forest: 94.1% precision - balanced performance across metrics.
High-Recall Models (Minimizing False Negatives):

¢ Random Forest: 92.4% recall - superior comprehensive spam detection.
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*  XGBoost: 91.2% recall - strong secondary recall performance.

e SGD Classifier: 88.9% recall - competitive recall with high precision.

Computational Performance Analysis

Model Training Time (s) | Prediction Time (ms) | Memory Usage (MB)
Naive Bayes 0.12 1.2 15.3
SGD Classifier 0.45 0.8 12.7
Logistic Regression 1.23 09 184
Random Forest 8.67 34 156.2
XGBoost 12.34 2.1 89.1
Linear Regression 0.89 0.7 16.8
AdaBoost 6.78 2.8 74.5

Computational Considerations:

e Linear Methods: Fastest training and inference (SGD, Logistic Regression).
¢ Ensemble Methods: Higher computational cost but superior accuracy.

e Memory Efficiency: Tree-based methods require more memory but offer interpretability.

Advanced Analysis and Discussion

Theoretical Implications and Validation Ensemble Learning Theory Confirmation

Our results validate fundamental ensemble learning principles where combining multiple weak learners creates stronger predictive
models. The bias-variance trade-off optimization inherent in ensemble methods directly translates to improved spam detection accu-
racy:

* Bias Reduction: XGBoost’s gradient boosting reduces systematic errors through iterative refinement.
¢ Variance Reduction: Random Forest’s bootstrap aggregating minimizes overfitting through sample diversity.

¢ Model Complementarity: Different base learners capture diverse aspects of spam patterns.

Feature Engineering Insights
The minimal performance difference among vectorization techniques suggests several important implications:

1. Algorithmic Dominance: Model sophistication outweighs feature engineering complexity.
2. Spam Lexical Patterns: Clear linguistic differences between spam and legitimate messages.

3. Resource Optimization: Computational resources better allocated to model enhancement than elaborate preprocessing.

Cybersecurity Applications and Deployment Strategies
Enterprise Deployment Recommendations

High-Volume Email Systems:

¢ Primary Filter: XGBoost for maximum accuracy (94.4%).
e Secondary Validation: Random Forest for comprehensive coverage (92.4% recall).

¢ Real-time Processing: SGD Classifier for instant filtering (0.8ms prediction time).
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Resource-Constrained Environments:

e Primary Choice: SGD Classifier for optimal performance-efficiency balance.
e Backup System: Logistic Regression for reliability and interpretability.

¢ Edge Deployment: Naive Bayes for minimal resource consumption.

Security Integration Frameworks
Multi-layered Defense Strategy:

Primary Detection: Ensemble method (XGBoost/Random Forest) for high accuracy.
Real-time Filtering: Linear classifier (SGD) for instant decision making.
False Positive Review: Human oversight for borderline cases.

W on e

Adaptive Learning: Continuous model updating with new spam patterns.
Threshold Optimization:

¢ Conservative (Enterprise): High precision threshold (0.85) to minimize false positives.
e Aggressive (Personal): High recall threshold (0.90) for comprehensive protection.
e Balanced (Service Provider): F1-optimized threshold (0.75) for overall performance.

Advanced Feature Analysis
Feature Importance Investigation

Using XGBoost’s built-in feature importance analysis, we identified key spam indicators:

Top Discriminative Features:

» o«

Financial Keywords: “money”, “cash”, “payment”, “bank” (importance: 0.23).

» o » o«

Urgency Indicators: “urgent”, “immediate”, “act now”, “limited time” (importance: 0.19).
Contact Information: Phone numbers, email addresses, URLs (importance: 0.16).

» o«

Promotional Language: “free”, “offer”, “deal”, “discount” (importance: 0.14).

vt ok W=

Message Structure: Excessive punctuation, ALL CAPS usage (importance: 0.12).

Adversarial Robustness Assessment
Preliminary adversarial testing revealed:

e Character Substitution: 3.2% accuracy drop with leetspeak variations.
e Word Insertion: 1.8% performance reduction with noise words.

e Synonym Replacement: 2.1% accuracy decrease with semantic substitutions.

Cross-Domain Generalization
Email vs. SMS Performance

¢ Email Dataset: XGBoost achieved 95.1% accuracy.
e SMS Dataset: XGBoost achieved 93.7% accuracy.

e Cross-Domain: 4.3% accuracy drop when training on email, testing on SMS.
Language and Cultural Adaptation

o English Optimization: All models optimized for English-language spam.
e Multilingual Challenges: Performance degradation expected for non-English content.
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e Cultural Context: Spam patterns vary significantly across geographical regions.

Error Analysis and Failure Cases
Common Misclassification Patterns

False Positives (Legitimate emails classified as spam):

¢ Technical newsletters with excessive technical jargon (12.3% of false positives).
¢ Marketing emails from legitimate businesses (34.7% of false positives).

¢ Automated system notifications with structured content (18.9% of false positives).
False Negatives (Spam emails classified as legitimate):

¢ Sophisticated phishing emails mimicking legitimate sources (41.2% of false negatives).
¢ Image-based spam with minimal text content (23.8% of false negatives).

* Personalized spam using recipient information (19.6% of false negatives).

Comparative Analysis with State-of-the-Art
Performance Benchmarking

Our results align with and extend recent literature while providing novel insights:
Literature Comparison:

e Aleisa et al.: Reported 97-98% accuracy with advanced ML techniques.
e Zhang et al.: Achieved 96.8% accuracy with ensemble methods.
¢ Bhatnagar & Degadwala: Demonstrated ensemble extra trees superiority.

Our Contributions:

* Comprehensive Vectorization Analysis: First systematic comparison across identical datasets.
o Detailed Ensemble Investigation: In-depth analysis of boosting vs. bagging techniques.
e Practical Deployment Focus: Real-world computational and accuracy trade-offs.

Deep Learning Integration Opportunities
Transformer Model Integration

Recent advances in transformer-based models like BERT show promise for spam detection [22, 23]:

¢ Advantages: Semantic understanding, context awareness, transfer learning capabilities.
¢ Challenges: Computational overhead, resource requirements, deployment complexity.

e Hybrid Approach: Ensemble combining traditional ML with transformer features.

Future Research Directions
Technical Advancements:

1. Multimodal Integration: Combining text, metadata, and behavioral patterns.
2. Adversarial Training: Robustness against sophisticated spam techniques.

3. Online Learning: Real-time adaptation to evolving spam patterns.
4

Federated Learning: Privacy-preserving collaborative spam detection.
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Applied Research Needs:

1. Cross-Cultural Analysis: Spam pattern variations across different regions.
2. Temporal Dynamics: Long-term spam evolution and detection adaptation.
3. Privacy Preservation: Encrypted communication spam detection.
4

Mobile Platform Optimization: Resource-efficient algorithms for mobile devices.

Conclusions and Recommendations
Key Research Findings

This comprehensive study establishes several critical findings for spam classification research and practice:
Primary Discoveries:

1. Ensemble Method Superiority: XGBoost and Random Forest significantly outperform traditional approaches, achieving 94%+
accuracy with robust cross-validation performance.

2. Vectorization Method Equivalence: Text vectorization techniques show minimal performance impact (<0.3% variance), sug-
gesting algorithm selection is more critical than feature engineering complexity.

3. Computational Efficiency Trade-offs: Linear methods (SGD, Logistic Regression) provide excellent performance for re-
source-constrained environments while ensemble methods excel when computational resources are available.

4. Class Imbalance Handling: Ensemble approaches demonstrate superior performance on imbalanced datasets through algorith-

mic rather than preprocessing-based solutions.

Practical Implementation Guidance
For Cybersecurity Practitioners:

¢ Deploy XGBoost for maximum accuracy in enterprise environments where computational resources permit.
¢ Implement Random Forest when recall optimization is critical for comprehensive threat detection.
¢ Consider SGD Classifiers for high-throughput, real-time filtering systems with strict latency requirements.

¢ Focus optimization efforts on algorithm selection rather than complex feature engineering pipelines.
For System Architects:

* Design scalable ensemble systems with appropriate computational resource allocation and load balancing.
¢ Implement adaptive threshold mechanisms to balance security requirements with user experience.
¢ Plan for model retraining cycles to maintain effectiveness against evolving threat landscapes.

» Consider hybrid approaches combining multiple algorithms for optimal performance-efficiency balance.
For Research Communities:

¢ Standardize evaluation methodologies using the comprehensive metrics framework established in this study.
¢ Focus future research on ensemble method optimization and adversarial robustness.
» Investigate cross-domain generalization to improve model transferability across different communication platforms.

¢ Develop interpretable ensemble methods to enhance trust and adoption in security-critical applications.

Future Research Directions and Opportunities Technical Innovation Areas:
Advanced Ensemble Architectures:

¢ Multi-level ensemble systems combining diverse base learners.

¢ Dynamic ensemble selection based on input characteristics.
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¢ Streaming ensemble methods for continuous learning environments.
Robustness and Security:

¢ Adversarial training techniques for spam detection resilience.
¢ Privacy-preserving ensemble methods for sensitive communications.

¢ Real-time adaptation mechanisms for zero-day spam variants.
Cross-Modal Integration:

¢ Multimodal fusion incorporating text, images, and metadata.
¢ Behavioral pattern analysis for sender reputation systems.

¢ Network-level features integration for comprehensive threat detection.
Applied Research Priorities:

1. Global Deployment Studies: Cross-cultural and multilingual spam detection effectiveness.

2. Long-term Evolution Analysis: Temporal dynamics of spam techniques and counter-measures.
3. Resource Optimization: Ultra-lightweight models for [oT and edge computing environments.

4. Explainable Al Integration: Interpretable models for regulatory compliance and user trust.

Limitations and Future Work
Current Study Limitations:

e Dataset Scope: Limited to English-language communications with specific spam patterns.
e Temporal Coverage: Static evaluation without long-term adaptation assessment.
e Computational Analysis: Limited scalability testing for extremely high-volume deployments.

e Cross-Platform Validation: Focused primarily on email and SMS without social media integration.
Future Enhancement Opportunities:

¢ Real-world Deployment Studies: Large-scale production system evaluation.
e Adversarial Robustness Testing: Comprehensive evaluation against sophisticated attack methods.
e Cross-Domain Adaptation: Systematic evaluation across different communication platforms and languages.

¢ Human-in-the-Loop Integration: Hybrid systems combining automated detection with human expertise.
Final Remarks

This research provides a foundational framework for evidence-based spam detection system development, establishing clear per-
formance benchmarks and practical deployment guidance. The demonstrated effectiveness of ensemble methods, combined with
the accessibility of traditional vectorization approaches, offers organizations practical pathways to implement robust spam filtering

solutions tailored to their specific operational requirements and constraints.

The continued evolution of spam tactics necessitates ongoing research and adaptation. However, the principles and methodologies
established in this study provide a solid foundation for future developments in automated threat detection and cybersecurity defense
systems. By emphasizing ensemble method superiority and computational efficiency considerations, this work bridges the gap be-

tween academic research and practical cybersecurity applications.

The significance of this research extends beyond immediate spam detection applications, contributing to broader understanding
of ensemble learning in cybersecurity contexts and providing methodological frameworks applicable to other threat detection do-

mains. As digital communication continues to evolve, the insights and benchmarks established here will support the development
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of next-generation security systems capable of adapting to emerging challenges while maintaining high performance and reliability

standards.
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