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Abstract

The present study investigates if the digital forensics report can be generated automatically
by using some of the artificial intelligence techniques, specifically the natural language process-
ing. A model has been developed to assess if it is feasible to automate the generation of a digital
forensic report using artificial intelligent techniques. One of the main purposes for this study
is coming from a point where human errors, structure of the digital forensic reports, critical
evidence that should take part of the digital forensic report are omitted during the generation
of digital forensic report as well as the interpretation of the evidence drafted by an investigator
during investigation. In addition, the standardization of this report happens to be imminent es-
pecially when it is being presented in a court of law. Given the rise of cybercrime, more research
is needed to better improve the process of automating the generating digital forensic report

using some intelligent techniques.

Keywords: digital forensics; artificial intelligence (AI); natural Language processing (NLP); dig-

ital forensic report (DF report); standardization

Introduction

The past few decades are commonly known to be decades of information technology, whereby in-
teraction between individuals and multinational companies were simplified by the massive role out
of communication technology. It is in this era wherein technology and its innovation has taken the

world by a storm.

The immense rise of artificial intelligence (AI), machine learning, robotics processing and auto-
mation (RPA), blockchain, and internet of things (IoT) to name a few top technology trends, have
dominated the way technology is needed and used. While the world is enabled by the luxury of having
technology as a need, there has been an enormous rise in risks and threats associated with adoption

and usage of these technologies.

As the rise of cybercrime and other malicious activities takes place in cyberspace, there has been

immense use and reliability placed on a digital forensic report (DF report).
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Courts of law and other forums has place reliance on the DF report due to the type of evidence they hold and present. These reports
are guided by different standards such as ISO/IEC27037,27042,27043,and 27050. Furthermore, these standards allude to the report-
ing as a process. However, they do not provide the details that encompasses automation using Al techniques [6].

Generating the DF report refers to the process in which the digital evidence is gathered or obtained from the target system, and
compiled in a structural format, be it done by an automated program or a human being [8]. The importance of the forensic report has
been crucial in the legal fraternity. However, in many institutions that require the forensic report, it has also been noticed that the DF
reports are generated and presented in different formats with different procedures and specifications, simply without standardized

generation of the report. Consequently, there is no standardized process for generating a DF report.

Different tools and strategies are also in place to assist in extracting the digital evidence to build the forensic report. With the rise

and reliability of technology, it has come to sense that there are different tools that make it easy to obtain digital evidence.

The remainder of this paper is constructed as follows; background on information security and cyber security, digital forensic (DF),
and Al critical evaluation and the conclusion. Following the introductory section, the next section provides the background starting

with information security and cyber security.
Background

The background section is made up of the following sub-sections, information security and cybersecurity, digital forensic and Al. The

next sub-section is information security and cybersecurity.
Information Security and Cyber Security

The field of information security (Infosec) has exponentially gained its relevance in Information Communication Technology (ICT)
due to the nature in which data needs to be secured. Infosec and cyber security has become the matter of global interest due to the
importance and the nature in which critical information and other types of data should be protected. Infosec and cyber security are

often used interchangeably. However, these are two terms that substantially overlap, and they are not totally analogous [10].

Cybercrime has grown immensely over the years, becoming one of the most prominent crime concerns in the current era. With the
continuous rise of cybercrime and its impact in different institutions, it has also become a subject to many organizations to combat the
rise of cybercrime, wherein most of organizations have come up with different strategies to respond, detect, examine and investigate

cybercriminal activities.

As aresult of some of these strategies to reduce and to fight cybercrime, digital evidence is commonly used to prove and to identify

the root cause, trace and analysis of the incident that occurred during the committed crime.

Therefore, this section gave a short review of the current literature on Infosec and cybercrime. The next section provides back-

ground on digital forensics
Digital forensics

This section provides the definition of digital forensics, some of the generic digital forensic process models. The digital forensic

standards are briefly explained in this next section.

According to Awan (2022), digital forensics is a part of forensic science focusing on digital information produced, stored and trans-
mitted by computer systems as a source of evidence in legal proceedings and investigations. Roussev (2009) stated that “digital fo-
rensics is the use of scientifically driven and proven strategies and methods towards collection, identification, preservation, analysis,
documentation, presentation and interpretation of digital evidence emanates from digital sources for the purpose of investigation and

legal proceedings”.
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This also means that the interpretation of all collected evidence should be in a form that can be understood by anyone who happens
to be involved in an investigation. This form is what is known as a DF report. There are numerous digital forensics process models. One

of the first digital forensics process models is the Digital Forensics Research Workshops (DFRWS) investigative mode.

This process model was proposed and presented in 2001 at the first DFRWS conference. The said process model has different pro-
cesses when comparing it with other digital forensics process models. The processes in this model are identification, preservation,
collection, examination, analysis and presentation. It is important to note that the DFRWS is harmonized and eventually standardized

in an international standard called ISO/IEC 27043 - Incident Investigation Principles and Processes.

The ISO/IEC 27043 international standard is imminent for this paper as it provides the baseline for the authors to determine where
the Al techniques for automating the generation of the digital forensic report is to be applied. The ISO/IEC 27043 comprises of 4 pro-
cesses (Readiness, initialization, acquisitive and Investigative process) and all these processes can run concurrently. Refer to figure 1
which illustrates the harmonized high-level representation of the ISO/IEC 27043 international standard.

Readiness
Processes

Initialisation
Processes

Concurrent
Processes

Acquisitive

Processes

Investigative
Processes

Figure 1: Harmonized high level ISO/IEC 27043 [23].

The Al technique to be used in the process of automatically generating digital forensic evidence is the Natural Language Processing
(NLP). Due to NLP being able performs large scale analysis of data within a short space of time, provides accurate analysis and is more
objective, and its ability to streamline processes and reducing costs to name a few of advantages, it makes NLP to be the most suitable

Al to incorporate in the process of generating the digital forensic report automatically.
The next section expands on the short background which deals with Al, Natural Language Processing (NLP) specifically.
Natural Language Processing

Al-based applications are on the rise. Al is appearing to be dominating because of its ability of making it possible for technology to

interact more logically and prudently with humans [20].

Al is one of the biggest game changers in technology and other sectors. Al can simply be defined as some kind of intelligence mani-
fested or displayed by machines [22]. In the field of computing, Al is when machines or computer devices simulate human intelligence

when solving problems, performing activities that are usually performed by human [22].

In Al, computers are being ‘taught’, i.e. similar as humans would be ‘learning’. This process is known as ‘machine learning’ For
example, jet airliners rely more on the algorithms of the Flight Management Systems which contains the motion sensors, computer

algorithms and global position systems to learn and track the position of the flight to make its own decisions on successfully flying the
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aircraft without human interaction. Therefore, the human element in flying a plane is limited and mostly the flight is spending more

time flying itself (automated transportation/auto pilot).

Supervised learning is described by the usage of labelled datasets in predicting the outcome completely and accurately. Furthermore,
supervised learning assists most organizations in solving various real-world problems such as classifying and identifying spam in dif-
ferent folders from email. Moreover, supervised learning involves a human being to be able to provide inputs on the learning process

by manually manipulating some of the data to be processed by the algorithm.

In the previous sections, the background around information security and cybersecurity was discussed to gain an understanding
of where the digital forensics investigations emanate from, digital forensics and the artificial intelligence technique namely the NLP
process were also discussed to narrate down to the application of the Al in digital forensics process. The next section provides a model

(high level and detailed) for the generation of digital forensic reports where the NLP is used to automatically generate DF report.
Model

The model in this section is derived from and extends the ISO/IEC 27043 international standard. However, this standard does not
provide the technical guidelines to standardize the generation of a DF report, which led to the deployment of Al techniques. Further-
more, the process of generating the DF report is not yet standardized and usually the report is used in the court of law and for this
paper, it is important to propose a solution that will guide and provide the procedures of generating such report for the report to be

understood by anyone who happens to be using the report in the court of law.

Therefore, this section discusses and presents a high-level model as well as the detailed model for automating generation of DF

report using NLP. The model consists of four different processes of the digital forensic process, namely:

1. Readiness process: taken exactly as from ISO/IEC 27043.

2. Initialization process: taken exactly as from ISO/IEC 27043.

3. Acquisitive process: taken exactly as from ISO/IEC 27043.

4. Investigative process: taken mainly from ISO/IEC 27043 and ISO/IEC 27037.

The naming and number of processes remain the same as in the said standards, however, there are changes within these processes,

which call for the utilization/deployment of NLP in generating the DF report [20]:

As stated, intelligent techniques are used to automatically generate the DF report to save investigator’s time and simplify the pro-
cess of documenting the digital evidence, figure 2 provides a high-level model of how NLP is added and applied while expanding and
adjusting some of the processes and sub-processes of ISO/IEC 27043 [23] and ISO/IEC 27037 [24] respectively. Please refer to figure
2 for the high-level model of how the NLP is incorporated.

1. Digital evidence acquisition: once the potential evidence has been collected from the seized device, the potential evidence is
stored in a secured hard drive or an external drive where authorized members of the investigation can access the evidence.

2. Digital evidence analysis: the collected evidence is analyzed in this phase before being interpreted. In some instances, the foren-
sic machine may be required whereby all stored evidence is analyzed using the digital forensics machine.

For this paper, this is where Al is used for the relevant information or data from the evidence to be interpreted. Furthermore, NLP
techniques will be used to filter, extract, and automatically generate a DF report.

3. Evidence interpretation: After the application of the NLP techniques, there is a need to interpret digital evidence before com-
piling the evidence into a report. The interpretation of digital forensics evidence is performed to ensure that the evidence can be
understood by anyone who happens to be in the possession of the DF report.

4. Reporting: The reporting phase is whereby all the collected, analyzed and interpreted evidence is presented. In addition, this is

the last phase where the DF report is being generated automatically.
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Figure 2: High-level Al technique in the DF report process.
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As this paper intends to propose an intelligent and automated solution to generate DF report it is important to understand that the
generated report should be structured in a standardized reporting structure. Figure 2 provided a high-level overview of how the DF

report is generated automatically using NLP.

The newly two introduced processes (intelligent digital evidence analysis and automatically and intelligently generating the DF re-
port), each contain different subprocesses. Please note that for these sub-processes, the Al techniques are applied to reduce the man-
ual intervention for the investigator during the generation of DF report. Thus, this is where the intelligent tool, using these intelligent

techniques, performs most activities. The intelligent digital evidence analysis process is made up of the following three sub-processes:

» Intelligent process to evaluate digital evidence: The intelligent process to evaluate digital evidence is a sub-process on which
the digital evidence is assessed whether the evidence is suitable enough to be analyzed intelligently.

« Intelligent process to examine digital evidence: In this sub-process, the acquired digital evidence is analyzed to ensure that all
unwanted evidence that may be part of the collected digital evidence is excluded from the more useful evidence.

« Intelligent process to interpret digital evidence: within the digital evidence analysis where the collected evidence is interpret-

ed in a more intelligent way.

The Automatically and intelligently generate the DF report process replaces the original reporting process from the (ISO/IEC 27043)
international standard, and it is made up of the following four sub-processes which are dependent on each other, i.e., the output of one

sub-process is the input of the next sub-process):

* Automated and intelligent process to arrange evidence by file types: Once the evidence has been interpreted intelligently, the
evidence is arranged automatically according to their file types, for example, all text files are arranged according to their order,

and all images are also arranged accordingly.
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* Automated and intelligent process to arrange file types by last modified dates: This sub-process arranges the digital evidence
according to the last modified date. In addition, if the file is recently updated or modified, it will be on top of the list of evidence.
This is to ensure that files can be searched by date.

* Automated and intelligent process to separate required evidence (files) from the unwanted types: The intelligent tool on this
sub-process separates the useful or most appropriate evidence from the unwanted or irrelevant digital evidence. For example, if
the NLP tool is searching for files with specific values or names, it will exclude the files with irrelevant details.

» Final investigator’s input on the automatically and intelligently generated report: In this sub-process, the investigator needs
to have input by making sure that the report extracted all the needed evidence. This is the only part of the intelligent and au-
tomated processes that still requires the manual input of the investigator. Therefore, the investigator needs to review the auto-
mated generated report and ensure that the automated processes included all the details that need to be in the report. If some

changes or modifications should be made to the automated report, then the investigator can do so at this stage.
The implementation and use of the Al tool to automatically generate a DF report has been displayed in figure 2.

The newly proposed model has its limitations and benefits which are stated in the next section. The next section highlights the crit-

ical evaluation for the proposed model.
Discussion or critical evaluation

As a proposed digital forensic model to automatically generate a DF report intelligently, it also comes with its own benefits and
limitations. This section evaluates the research conducted for the purposes of this paper and provides a critical evaluation of the con-

tribution made by this research.

The proposed model to automate the generation of DF report intelligently is to assist a digital forensic investigator to be able to

generate a DF report quicker and have the minimal manual intervention as far as possible.

It may be difficult for the model to deal with password protected files. Cracking encryptions or recovering passwords can be time-con-
suming or even impossible to certain extent where the encryption is too long. This problem, however, is a general problem with digital

forensic investigations in general, and not unique to this study.

In case of files that are corrupted, if a seized device has a corrupt file system or damage sectors, it can be challenging to retrieve data,
and some information may be lost or unrecoverable. Furthermore, data fragmentation is a challenge as large files or file system with
significant fragmentation can make extracting data more time consuming and complex. This may require reassembling fragmented
data.

Perpetrators may use anti-forensic techniques to hide or destroy digital evidence, and this could include tools or methods to delete
files securely, alter timestamps or obfuscate data which can make it difficult for the proposed model to examine content. Like the pre-

vious issue mentioned above, this problem is also a general problem with digital forensic investigations, and not unique to this study.

One of the benefits of using this model is to save the investigator's time during DF report. Deploying Al techniques also assist in ex-
tracting what human/an investigator may omit during the investigation, and this will not be intentional but will be due to the amount
of data being evaluated. This model is also beneficial because it eliminates a lot of mistakes that may be human errors when generating
a DF report. In addition, to human error, there are few things such as exhaustion and fatigue while working on large amount of data,
but with this model such will be eliminated and will eventually speed the process of generating DF report effectively and efficiently

with minimal or sometimes no errors.
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Conclusion

The proposed model seeks to improve the process of generating digital forensic reports using Al techniques. This model also stan-
dardizes the way in which DF reports will be generated using Al techniques (NLP). In addition, the model being proposed in this study
is derived and guided by the ISO/IEC 27043 International Standard which focuses on providing “guidelines based on idealized models

for common incidents investigation processes across various incident investigation scenarios involving digital evidence” [20].

As the process of generating the DF report has been in the center of how the digital findings should be presented in legal fraternity
and other institutions that make use of the DF report, it has been generated in different structures, formats with different specifica-
tions while guided by different standards and procedures, which raised the question of not having a standardized procedures and

specifications to generate such report.

Taking into consideration different standards such as ISO/IEC 2737, 27042, 27043 and 27050 which promotes good practice and
processes for digital forensic and investigation capture of digital evidence. The author noted a need to propose a solution to automate
the generation of DF report intelligently with the benefit of standardizing this report. This was further motivated by the fact that none

of these internation standards goes into detail on how to draft a proper DF report.

Considering the relevance and importance of the DF report, there is a need to standardize the way in which the DF report is gener-

ated as this will enable different report interpreters to be able to understand and make use of reports where necessary.

With the proposed model to solve the stated problem, there is still more improvements that needs to be taken into consideration in
standardizing the generation of DF report using other different types and techniques of Al that can potentially replace forensic inves-

tigator as the proposed model still require some level of manual intervention by the digital forensics’ investigator.
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