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Abstract

The U.S. Federal Government is currently engaged in multiple major modernization initiatives.

gence (machine learning), cybersecurity, and quantum computing are all competing for resourc-
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computing and can serve as a framework for predicting and preventing quantum adoption is-

sues. This paper provides an analysis of the federal government’s implementation history for

adoption in the federal government to help predict quantum adoption challenges, including the

and challenges to help predict federal quantum adoption challenges.
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Abbreviations

Al Artificial Intelligence.

DARPA: Defense Advanced Research Projects Agency.
NIST: National Institute of Standards and Technology.
R&D: Research and Development.

GAO: U.S. Government Accountability Office.

Introduction

The federal government is investing billions of dollars annually to accelerate quantum technology.
Quantum technologies have entered the commercial marketplace, and the federal government is ac-
tively evaluating many solutions for potential adoption. The federal government has a vast range of
agencies and technology requirements, and it has struggled with adoption of modern technologies.
The current approach to accelerating quantum adoption mirrors other troubled technological imple-
mentations. Prior research [1] outlined a three-phase approach, as presented in Figure 1, to develop-

ing a research-based, federal quantum computing adoption framework and methodology.
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Figure 1: Framework for Study to Develop Methodology and Model for Accelerating Quantum Adoption.

This paper addresses “Adoption Case Study Extension to Other Technologies” by examining the extent to which federal adoption of
artificial intelligence (AI) and cybersecurity can be leveraged to support the development of the proposed federal quantum adoption

framework.
Background

The federal government is currently in the process of adopting four major technological advances. Cloud computing, cybersecurity,
Al, and quantum computing are all in various stages of federal adoption. There have been documented challenges with the adoption
of cloud computing [2], cybersecurity, and Al. Federal investment in key technologies has reduced research and development (R&D)
timelines, but inefficiencies within federal adoption have led to decades-long delays in incorporating these technologies and improv-
ing outcomes for the federal government. Quantum computing adoption is in the earliest phases, and the government could benefit

from addressing key lessons learned to speed up adoption of this critical technology.

The federal government has designated cloud computing, Al, cybersecurity, and quantum computing as critical technologies. The
government outlines its prioritization of these technologies through a range of mechanisms such as increased funding, implementa-

tion guidance, policies and standards, white papers, and presidential directives.
Cloud computing

The National Institute of Standards and Technology, or NIST, defines cloud computing [3] as “a model for enabling ubiquitous, conve-
nient, on-demand network access to a shared pool of configurable computing resources (e.g., networks, servers, storage, applications,

and services) that can be rapidly provisioned and released with minimal management effort or service provider interaction”.

It is the evolution of virtualization and other enterprise computing services to a self-service and often outsourced model. The federal
government leverages cloud computing to increase speed, efficiency, and resiliency for its computing requirements. Numerous agen-
cies have reported the ability to reduce personnel and data centers as they migrate to cloud computing. Prior research found [2] that

despite more than 15 years of focus on cloud computing as a critical enabler, cloud adoption goals still have not been met.

PriMera Scientific Engineering https://primerascientific.com/psen


https://primerascientific.com/psen

Leveraging Artificial Intelligence and Cybersecurity Lessons Learned to Improve Federal Quantum Computing Adoption Outcomes 15

Al

NIST has adopted the ANSI definition of Al [4] as “a branch of computer science devoted to developing data processing systems that

performs functions normally associated with human intelligence, such as reasoning, learning, and self-improvement”.

Federal investment in machine learning and Al dates to the 1950s. The first major national Al policy, The National Artificial Intelli-
gence Research and Development Strategic Plan, was issued in October 2016 by the National Science and Technology Council [5]. The
government had spent over $1B on unclassified research the prior year, and the plan outlined seven priorities for federally funded Al
research. Since then, additional guidance [6-10] has been issued across multiple administrations, with two memorandums covering

the use and acquisition of Al released in May 2025 [11].

In 2023 [12], the U.S. Government Accountability Office (GAO) found wide disparities in artificial intelligence adoption, which was
driven in part by a lack of “government-wide guidance on how agencies should acquire and use Al ” Al is gaining traction within the
government, but the lack of a comprehensive framework is causing adoption challenges. The lack of specific government guidance
was also identified as a challenge in cloud computing adoption [2], which provides an indication that similar problems may occur for

future (quantum) technology adoption.
Cybersecurity

NIST defines cybersecurity [13] as “prevention of damage to, protection of, and restoration of computers, electronic communications
systems, electronic communications services, wire communication, and electronic communication, including information contained

therein, to ensure its availability, integrity, authentication, confidentiality, and nonrepudiation”.

The first national cyber policy was issued as a Presidential Directive [14] on May 22, 1998. It has been updated over successive
presidential administrations in 2003 as The National Strategy to Secure Cyberspace [15], the 2009 Cyberspace Policy Review [16], the
2018 National Cyber Strategy [17], and the 2023 National Cybersecurity Strategy [18]. Each administration has outlined the value of
cybersecurity and directed investments and specific actions to drive increased protections. Despite more than 25 years of investment,
a2 2024 GAO report [19] found that nearly half of the recommendations for 1) establishing a comprehensive cybersecurity strategy and
performing effective oversight, 2) protecting critical infrastructure, and 3) protecting privacy and sensitive data have not been imple-
mented. This makes cybersecurity an ongoing federal technology adoption area to derive lessons learned and inform future quantum

adoption.
Quantum computing

NIST does not have a published definition of the broader field of quantum computing, but they do offer explanations [20] of quantum
computation and quantum information. This is consistent with the timeline for NIST’s prior technology definitions, which were not
published for cloud and Al until they had matured further. IBM defines quantum computing [21] as “an emergent field of cutting-edge
computer science harnessing the unique qualities of quantum mechanics to solve problems beyond the ability of even the most pow-
erful classical computers. The field of quantum computing contains a range of disciplines, including quantum hardware and quantum

algorithms”.

The National Quantum Initiative Act was passed in 2018 [22]. It established the National Quantum Coordination Office, which has
overseen and collated more than 50 strategy and technical documents [23] covering topics such as quantum sensors, quantum net-

works, quantum information science, and quantum cryptography, as well as issues related to workforce development.

Defense Advanced Research Projects Agency (DARPA) is leading the Quantum Benchmarking Initiative [24], which “is designed to
rigorously verify and validate whether any quantum computing approach can achieve utility-scale operation — meaning its compu-
tational value exceeds its cost — by the year 2033”. IBM’s roadmap [25] for quantum computing anticipates error correction at initial

scale in 2029 with its Starling platform and expanding that scale to 2000 qubits with the Blue Jay platform in 2033 and beyond.
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These projections highlight the fact that quantum computing is in its infancy and there is still time before solutions that operate at

scale are available. This provides an opportunity to identify a methodology and framework to better prepare for large-scale adoption.
Strong Relationships Among Technology Areas

Cloud, cybersecurity, Al and quantum technologies are all related to each other. Cloud computing provides the computing power
that drives Al and cybersecurity solutions, and in some cases, it provides access to quantum computing technologies. Cybersecurity
protects cloud computing resources, artificial intelligence solutions, and quantum computing solutions. Artificial intelligence is an
enabling technology for automation in cloud computing and for logging and monitoring solutions in cybersecurity, and the field of
quantum machine learning combines quantum computing and Al solutions. Quantum computing is being made accessible via cloud
interfaces to enable future classical-quantum hybrid solutions. Its potential impact on encryption has forced cybersecurity profes-

sionals to plan for a post-quantum environment, and complex Al solutions may soon be implemented via quantum machine learning.
Materials and Methods

There is limited published research on improving federal technology adoption. The analysis relied on review of government doc-
uments related to high-level policy, strategy, standards, technical implementation, and programmatic reviews. Industry documents

covering major industry trends, technology roadmaps, and technical implementation were also reviewed.

Prior research into the history of federal cloud computing adoption [2] provides a strong baseline to understand potential quantum
computing adoption challenges. While the federal government has not fully achieved its desired adoption targets yet, the process for

achieving the desired adoption levels is now only a function of time and resources. Thus, it should be considered a static baseline.

Since cloud computing has already been established as a static baseline, the analysis focused on the extent to which Al and cyber-
security could serve as dynamic baselines to inform quantum adoption planning. Significant changes are under way within the federal
government, and a quantum adoption framework would benefit from having a dynamic technology baseline to complement the static

cloud computing baseline.

The analysis considered the similarity to quantum computing, level of prioritization, notional implementation timelines, and current
adoption levels. It also evaluated the availability of robust data sources to understand the potential to conduct a time-series analysis

to develop a predictive analytic to improve adoption understanding.
Results and Discussion

The analysis found that cloud, cybersecurity, artificial intelligence and quantum computing are all likely to face similar adoption
challenges within the federal government. Prior research into cloud computing adoption challenges identified a range of issues, and
there is sufficient cloud adoption to provide a static baseline. Cloud computing currently provides the most insight into future quan-

tum adoption challenges.

Artificial intelligence adoption is still in its relative infancy, and there is enough similarity between Al and quantum in the federal
government to research its challenges and monitor adoption progress over the next decade. Thus, artificial intelligence can serve as a
dynamic baseline and an ongoing vehicle for extracting lessons learned and predicting federal quantum adoption challenges. Further,
ongoing monitoring of artificial intelligence adoption data could support time series analysis as a powerful predictive analytic. Moni-

toring Al adoption can also improve the eventual adoption of quantum machine learning.

Cybersecurity adoption has been ongoing for more than 25 years, and it has had to respond to the advent of cloud, Al and quantum
solutions. For example, as quantum computing solutions began to emerge, cybersecurity needed to respond to threats to encryption
posed by a post-quantum environment [26]. Federal cybersecurity adoption differs from the other three major technologies because

while the other three technologies serve to enable solutions, cybersecurity is primarily concerned with sustaining availability of sys-
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tems and protecting the integrity of their data. Cloud, Al, and quantum technologies should all achieve desired adoption levels, but
cybersecurity’s adoption challenges will be ongoing. In fact, if a framework for federal quantum computing adoption is successfully

created, it may be able to help inform cybersecurity’s adoption of the solutions required to project the next major technology area.

Cloud computing provides a strong static baseline, artificial intelligence provides the best opportunity for a dynamic baseline, and

cybersecurity can provide valuable insights but has significant differences that may hinder using it as a baseline.
Conclusion

There are several additional research questions that can be derived from the analysis and findings. What are the specific similarities
and differences between the likely federal adoption pathways for artificial intelligence and quantum computing? What are the most
critical factors and data to consider in the development of a time series analysis and predictive analytics? What lessons can be learned
from cybersecurity adoption challenges for each major technological advance? How will competition for resources by each of the four

major technological thrusts impact each other?

There is ongoing research aimed at completing the second phase of research as outlined in Figure 1 to enable the development of a

research-based framework for federal quantum computing adoption.
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